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Atrium Health Remote Access for Employees

To begin accessing Atrium Health Resources remotely: please visit: Atrium Health Connect for Employees

@ Atrium Health Connect for Emplc X +

&« C @& atriumhealth.org/atrium-health-connect Q =2 % 0O a

= Apps AH - Human Resou... Most used Chrome Citrix Team Support... Personal Remote Access - Su.. Support Tools

o

§%) AtriumHealth

& Doctors @ Locafions @ Appointments 8 Get CareNow  E Payments B2 News ¥ Giing B MyAfriumHealth

Home > Atrium Health Connect for Employses

Atrium Health Connect for Employees

Welcome to your external site for employee self-service. Your secure network login is required to access these sites. Because of the different security and firewall

settings individuals may have on their PC, Atrium Health cannot guarantee or support technical issues when connecting to our network.

If you are not an employee of Atrium Health and have accessed this page in error, please return to our home page.

Work remotely one-time setup Instructions

If this is your first time accessing anything remotely, please click on the remote access help to get started.

e 1
Remate Access Help Office 365 Set Up GoRemote: Setup Teammates-Working Office 365 Learning Multifactor setup
Help Remotely

Access Office 365 While Working Remotely

g ® ®» % e o

Ufice 365 Webmail SharePoint Teams

OneDrive Yammer

If you need to install Office on your Windows PC or Mac.

J

Install Office Pro Plus

Access GoRemote, GoRemote with Netconnect and ShiftSelect

g [ 0
ShiftSelect’ =
ShiftSelect GoRemote GoRemote with Office 365 Regional

Netconnect Facilities
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GoRemote Setup Instructions @ Aty
Purpose: Detailed instructions for setting up and using GoRemote. B . - .
GoRemote is used when you need to access your Atrium Health applications : ) -
found in the Citrix portal when you are remote. P T | 2 -

=2

Atrium Health Krones Access 2016 Everbridge

The easiest remote access option for email and calendar (Outlook),

documents (SharePoint/OneDrive), and meetings (Teams) is to use ﬁ e o
Office365 or locally installed applications and not the Citrix portal.
Topics:
oplcs - - - - @ Details n Details @ Details
® Registering GoRemote e  GoRemote via Citrix Receiver [— wors 2015
e Download the Mobile App e  Supported Hardware and Browsers
e logginginto go Remote * Troubleshooting
Registering

Registering your account for MultiFactor Setup

To setup your access to GoRemote.carolinas.org,

please follow these steps: BE Microsoft & Atrium Health
You will need to use a web browser, mobile Sign in . @atriumhealth.org
phone and the authenticator app. Email or phone
If you do not yet have the Mobile App - Enter password
Visit: Download the Mobile App Can't access your account? Pass*ﬁ;crd
1. Ina WEB BROWSER: Forgot my password

Go to https://aka.ms/mysecurityinfo - o
Next
Sign in
) o | sonin |

Enter your Email Address (first.last)

followed by @Atriumhealth.org,
@cCarolinasHealthcare.org. Contractors should
use Userid@CMHA.org, and choose next.

3. Enter your password and choose Sign in.
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After Successful login:

The My Sign-Ins page will appear.

Click Add Method

From the drop down list, choose

Authenticator app and click Add.

@ Atrium Health My Sign-Ins

R Overview Security info

These are the methods you use to sign into y
By Security info
Default sign-in method: Authenticator app

£ Organizations @

Devices

8]

Add a method

Which method would you like to add?

‘ Choose a method

o Authenticator app

Phone

IAS Education
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e complete these steps from your mobile
device. These steps can be completed before
registering

1. From the App Store (Apple) or Play Store
(Android) on your mobile device, install
the Microsoft Authenticator App.

e Add your ‘Work Account’ and scan
the QR code presented on your PC.

2. Theimages 1 thru 6 are representations
of what you will see on your mobile
device.

3. During the Setup process on your phone;
you may be presented with the questions
to Allow the App to use your Camera,
and to Allow Push Notifications. You will
need to allow both of these options for
the application to function.

4. After the phone app is setup, it will
display like this, with your Atrium UserID
or email address.

5. If you click on the account as shown in
step 4, you will see the screen shown in
5. You do not need to do anything here.
You do not need to click on “Enable
phone sign-in”. Your account is already
configured. You can close the app.

6. On future login attempts you will receive

on T-Mobile Wi-Fi B 3:14 PM

£ Search

7 B 94% =) 4 B Secarch w! =

& —— £ Accounts
icrosoft Authenticator
fa ) o

O P

=. Personal account
4.0 % Kk k7% #33 4+

[ | ] Wi )

] ork or school account
What's New Version History

Version 5.4 6d ago

We're always working on new features, bug fixes and

WHAT KIND OF ACCOUNT ARE YOU ADDING?

E Other (Google, Facebook, etc.)

!l T-Mobile Wi-Fi &

< Back

9:47 AM

Scan QR code

2

performance improvements. Make sure that you stay

updated with the latest version for the best more Micrasaft Authenticator

Scan the QR code

Preview

Or enter code manually

Back Hext

Notifications enabled

OU Can use thes

Lo

[& Enable phone sign-in

> approve notifications 10

verdy your sign-ins

Do NOT Enable

= Authenticator +

IE Carolinas Healthcare System

@

Approve sign-in?
Carolinas Healthcare System

o

a push notification to your device, you Deny Approve
will click Approve to authenticate.
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Open a browser window on your device
(See Supported Configurations)

Using a browser, Go to:
Atrium Health Connect for Employees

1. Click the GoRemote icon

Go Remote Setup
IAS Education

Access GoRemote, GoRemote with Netconnect and ShiftSelect

S 09 N

ShiftSelect’
ShiftSelect GoRemote GoRemote with Office 365 Regonal

Metconnect Facilities

2. Enter your Active Directory Username
and Password (the username and
password you use to log into your Atrium
Health computer normally) and

3. Click “Log On”.

4. You will receive a push notification to
your mobile device.
Click Approve to authenticate.

Please log on

Approve sign-in?
Carolinas Healthcare System

Deny Approve o

IAS Education

© Sept. 2022, Atrium Health Page 5 of 13



https://atriumhealth.org/atrium-health-connect

) Go Remote Setup
Atrium Health IAS Education

GoRemote via Citrix Receiver

GoRemote.carolinas.org allows access to your
applications via Citrix Receiver.

EA Citrix license agreement
You must install Citrix Receiver on your o
device to have access! Install Continue

If not already installed, you will see have the Security details  Log on
option of installing the Atrium provided Citrix
receiver after login. Review the images for
items you can expect to see during the install e
on a Windows based device. @ This type of fle could harm your compute. Run Save |v|| Concd

Do you want to run o save CRASBOMEEOXNTLNvA.cxe (0.9 ME] from goremote.carolinas.ong’

1. Choose the I agree to the Citrix

license agreement and the choose [2] Citrix Receiver 49.000.28 Setup r=diE= ] = | [2] Citrix Receiver 4.9.8000.28 Setup [E==(EE R
H N Installing SN Installation Complete
InSta" a nd contlnue' ':%:ﬁ:; Please wait while Citrix Receiver 4.9.8000.28 is being installed, ‘:"?"‘;; Setup was completed successfully.
2 Choose Run to begln the Cltrlx Performing Citrix Cleanup Utility Checking Nuance Citrix Client Audio Extension. ..
. . || L ——
Rece verin Sta I I . Performing Citrix Cleanup Utlity Performing Citrix Cleanup Utility
Placing settings file in profiles...
Performing Citrix Receiver Installation
3. Choose Close when the installation is Cilrix Receiver 4.9.8000.28 nstaled successfuly.
Creating registry entries
com p I ete. Checking for Nuance PowerMic Citrix Client Extension, .
Checking Nuance Citrix Client Audio Extension...
Install Created by Atrium Information Services Tnstall Created by Atriom Information Services
Close Cancel 6 Close Cancel
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For Apple / Mac devices ....

& goremote.carolinas.org

Steps 1 and 2 above will look similar.

Downloads
CitrixReceiverWeb.dmg
49.8 M8

3. Choose Continue and then choose
Install Citrix Receiver Continue

4. Choose Continue and Continue

To allow the software install to
continue and accept the license

a gree ment ! ® . Install Citrix Receiver — A 00 @ Install Citrix Receiver =3
- This package will run a program to Seftware License Agreement
v determine if the software can be installed. | sh ' |
| Englis <
To keep your computer secure, you should only run Intreduction & — j
programs or install software from a trusted source. If |1 R
you're nat sure about this software's source, click | @ License CITRIX RECEIVER LICENSE AGREEMENT |

Cancel to stop the program and the installation. |
This is a legal agreement ("AGREEMENT") between you, the Licensed
Cancel Continue User, and Citrix Systems, Inc., Citrix Systems International GmbH, or
Citrix Systems Asia Pacific Pty Ltd. Your location of receipt of this
companent (hereinafter "RECEIVER") determines the licensing entity
| hereunder (the applicable entity is hereinafter referred to as "CITRIX").
| Citrix Systems, Inc., a Delaware corporation, licenses RECEIVER in the |
Americas and Japan. Citrix Systems International GmbH, a Swiss
|| company wholly owned by Citrix Systems, Inc., licenses RECEIVER in
Europe, the Middle East, Africa, and the Pacific (excluding Japan). BY
|| DOWNLOADING, INSTALLING OR USING RECEIVER, YOU ARE |
[ AGREEING TO BE BOUND BY THE TERMS OF THIS AGREEMENT. IF |
| YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, DO
| NOT DOWNLOAD, INSTALL AND/OR USE RECEIVER. |
| 1. GRANT OF LICENSE. RECEIVER contains client software that |
allows a device to access or utilize the services provided by Citrix server |
software products. Use of RECEIVER is subject to the Citrix license |
|| covering the specific edition of the Citrix server software product with
which you will be using this compenent. Your use of this component is

Go Back Continue Print... Save... Go Back Continue
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5. Choose Agree to accept the terms of the
license agreement

And Choose Install to allow install on
MAC Hard drive

6. Choose Install Software and Close when
the install is complete

Int1

@ Lic

@ Install Citrix Receiver

To continue installing the software you must agree to the terms of the
software license agreement.

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Read License Agree

— . ).
Citrix Systems, Inc., a Delaware corporation, licenses RECEIVER in the
Americas and Japan. Citrix Systems International GmbH, a Swiss
company wholly owned by Citrix Systems, Inc., licenses RECEIVER in
Eurape, the Middie East, Africa, and the Pacific (excluding Japan). BY
DOWNLOADING, INSTALLING OR USING RECEIVER, YOU ARE
AGREEING TO BE BOUND BY THE TERMS OF THIS AGREEMENT. IF
YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, DO

NOT DOWNLOAD, INSTALL AND/OR USE RECEIVER.

1. GRANT OF LICENSE. RECEIVER contains client software that
allows a device to access or utilize the services provided by Citrix server
software products. Use of RECEIVER is subject to the Citrix license
covering the specific edition of the Citrix server software product with
which you will be using this companent. Your use of this component is

Print... Save... Go Back Continue

@ Install Citrix Receiver a

Standard Install on “Macintosh HD*

Introduction This will take 110.7 MB of space on your computer.

License Click Install to perform a standard installation of this software

for all users of this computer. All users of this computer will

LI AR be able to use this software.

@ Installation Type

Change Install Location...

Go Back Install

Installer is trying to install new software.

Enter your password to allow this.

User Name: admin

Password:

....-I-III'|

Cancel

®0 @ Install Citrix Receiver &

The i ion was

Introduction
License
Destination Select
Installation Type

Installation

The installation was successful.

The software was installed.

Summary

Install Software

IAS Education
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After the Citrix Receiver install completes

7. Isan example of the Icons you will see in
in your Receiver if you are using Safari

8. Isan example of the Icons you will see in
your application list if you are using the
CHROME browser from a Mac.

You will see all the available applications in
your Citrix farm.

Press the actual Icon image to the left of the
application name to launch the application.

>

Chrome File Edit View History Bookmarks

@ @ Citrix Receiver x +

(& Cc O

& goremote.carolinas.org

@& Atrium Health

m Details
Canopy Downtime
! Details

Atrium Health Windows 10

®

People Tab Window Help

Q, Search Fav

Deta

Canopy-PowerChart

@ Deta

Access 2016

& goremaote.carolinas.org

@B Atrium Health

o

Canopy Downtime

Q, Search Favc

Canopy-PowerChart

Details Detai
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Troubleshooting

If this is your first time logging in
your Atrium UID and PW, you will
need to create a new, permanent
password before being able to
configure your remote access.

1. Browse to:
https://aka.ms/mysecurityinfo

@ AtriumHealth
Log on using the email address and :
temporary password provided by mfa.test@atriumhealth.org
Atrium. Update your password
After Iogging in, you will receive the You need to update your password because this is

the first time you are signing in, or because your

A\ n
message “Update your password”. Sassiordhas ehpired

You must create a new password to

continue. Current password
Enter the password provided by New password
Atrium in the ‘Current Password:’

field. Confirm password

Create a new password with at
least 12 characters; that must
include: *At least 1 upper case
letter; 1 lower case letter and at least
one number

Once you have created a new

password you can close out of this page

Return to Registering GoRemote
__above
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FAQ and additional 2. If your password is no longer working, please follow Troubleshooting step 1.
Troubleshooting tips
3. Loss of network connection - If you are unable to navigate to any Atrium Health or outside sites,

2. My password is no longer working power cycle the modem and router by disconnecting power to each and restart your PC. Once the PC
boots back up, plug your modem (connected to the wall via Ethernet or coaxial cable) & router

3. Loss of network connection (connected to the router via Ethernet. Modem and router maybe 2-in-1) back in, allowing 1-2 minutes

4. Multi-Factor is authenticated for reconnection. Attempt to access a website again. If you are still unable to connect to a website,
successfully; however, you only see a contact your Internet Service provider to troubleshoot your internet connection.
blank screen

5. Browser is no longer connecting, or 4. Blank Screen - Try clearing browser cookies and cache from the steps under “Browser is no longer
random errors are appearing connecting, or random errors are appearing” and then call the Service Center at 704-446-6161 if the

6. One of my Citrix applications launches prOblem continues.
but then freezes or an error appears
5. Browser is no longer connecting, or random errors are appearing in Chrome
Try to clear your browser cookies and cache using from the browser you are using, and then shutdown
the browser. The steps for clearing these will depend on which browser or device you are using.

Once cookies/cache are cleared, relaunch the browser.

*|f still unsuccessful, reboot the PC and attempt to connect using one of the alternate supported
browsers such as MS Edge, Firefox, Google Chrome, Safari or Internet Explorer.

6. Citrix applications launches but then freezes or an error appears
A. In the system tray, locate the icon for your Citrix Receiver:

@G

B. (Note: the icon may appear as one of the following images)

¢ Continue to Next page
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C. Right-Click the icon, one of the following menus will appear:

Open
Log Off

Connection Center

Advanced Preferences

Help
Exit

D. For the menu showing Connection Center, click that option. For the menu showing About, select that option. a. If the
About option was selected, the window shown below will appear- select the Advanced drop-down menu, and select the
Connection Center option

E. The Connection Center will appear, showing all active Citrix Connections on the affected device:

@ Citrix Connection Center - *
Conr&;:;s Session ‘ ICA Soris |
= ICA connect
51 i Hesth Winciows 10 -G Works e O A i@ | F.Select the folder name of the

Full Screen i %ﬁm@;mwmm session you wish to reset, then
=HE XAM — .

Log O T 2 oRD- Cencte click Log Off from the buttons on

SUP - \\Remots R 1 i
L sl the right side of the screen.
| s Hyperspace - CHS IS - ENCOMPASS
H s Hyperspace - CHS IS - ENCOMPASS .
! t‘:bsls B - — G. If the session does not log off
3 ice - - 1 o . .
e e typerspace -CHS IS - ENCOHPASS Sy r— properly sometimes it is necessary
o= to click the application listed
underneath the folder name the
session is running from and click
E—— the terminate button.
ferke | . H. Log out of any Citrix based
g 2 s applications that may still be active

4 Servers used, 7 Remote Aoplications and log out of GoRemote.

I. Clear browser cookies and
cache (See steps noted in item
5 above).

1 Server used, 0 Remote Applications

J. Log back into GoRemote and try to launch the application again.

K. If the same problem continues, contact the Service Center at 704-446-6161 with the affected application
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Current Hardware:

Windows pc’s running

Microsoft Windows 7
Microsoft Windows 10

Apple - MAC hardware

Current Browsers:

Microsoft Edge, Internet Explorer, Google
Chrome, and Safari

*Each device will require the Citrix Receiver
Application to be installed to allow you to
Access the Atrium Icons.

Windows 10

Internet
Explorer

Go Remote Setup
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